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PROGRAM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide additional information detection 
processing constitution by which a distribution channel of contents can be 
decided. 

SOLUTION: Information which can specify the distribution channel of the 
contentse.g. the user ID of a contents distribution destinationa contents IDa 
contents providing source IDa service provider IDetc.are superposed on the 
contents as additional information of an electronic watermarkor 
steganographyetc.and the contents are distributed; andfor examplethe contents ID 
and user ID are both detected from the distributed contents. If the additional 
information detected from the contents has a lackit is decided that the contents 
are illegalthe distribution channel is specifiedand a source of illegality is searched 
for. For examplecopy contents have high probability that characteristic information 
such as the user ID is left. 



CLAIMS 



[Claim(s)] 

[Claim 1] Additional information detection processing equipment which is provided 
with the following and characterized by performing detection processing of 
inaccurate contents based on a data inquiry result in said data inquiry means. 
An additional information detection processing means which is additional 
information detection processing equipment which performs additional information 
detection from additional information superposition contentsand performs 
detection processing of inaccurate contentsand detects additional information 
which inputs said additional information superposition contents and includes 
contents distribution channel information. 

A contents distribution record table which recorded contents distribution course 
substance information. 

Contents distribution channel information which said additional information 
detection processing means detected. 

A data inquiry means which performs comparative collation with contents 
distribution course substance information recorded on said contents distribution 
record table. 

[Claim 2]The additional information detection processing equipment according to 
claim 1 wherein said additional information is electronic watermark information and 
said additional information detection processing means is the composition of 
performing detection processing of electronic watermark information. 
[Claim 3]The additional information detection processing equipment according to 
claim 1 wherein said contents distribution channel information contains a contents 
receipt user's identification information (user ID). 

[Claim 4]The additional information detection processing equipment according to 
claim 1 wherein said contents distribution channel information includes contents 
identification information (content ID) as contents characteristic data. 
[Claim 5]The additional information detection processing equipment according to 
claim 1 wherein said contents distribution channel information contains service 
provider identification information (SP-ID) as service provider characteristic data 
as an entity in connection with contentsdistributionand circulation. 
[Claim 6]The additional information detection processing equipment according to 
claim 1 wherein said contents distribution record table is a table which matched an 
identifier of a service provider as an entity in connection with a content identifiera 
contents receipt user's identifiercontentsdistributionand circulation. 
[Claim 7]Said additional information is steganography. 

The additional information detection processing equipment according to claim 
1 wherein said additional information detection processing means is the 
composition of performing detection processing of steganography. 

[Claim 8]In additional information detection processing equipment which detects 
inaccurate contents because additional information detects additional information 
from contents currently embedded beforehandA means to receive contents where 



additional information is embeddedand the 1st detection means that detects 
content ID which specifies these contents from the above-mentioned contentsThe 
2nd detection means that detects user ID which specifies a user of the above- 
mentioned contents to these contentsthe above-mentioned content ID or the 
above-mentioned user ID — additional information detection processing 
equipment having a reporting means which notifies by judging that the above- 
mentioned contents are inaccurate when only either is detected. 
[Claim 9]The additional information detection processing equipment according to 
claim 8 which is provided with the following and characterized by said reporting 
means being the composition of performing a notice based on an unjust judging of 
contents based on a data inquiry result in said data inquiry means. 
A contents distribution record table where said additional information detection 
processing equipment recorded contents distribution course substance information 
further. 

Content ID and user ID which the said 1st and 2nd detection means detected. 
A data inquiry means which performs comparative collation with contents 
distribution course substance information recorded on said contents distribution 
record table. 

[Claim 10]The additional information detection processing equipment according to 
claim 9wherein said contents distribution record table is a table which matched an 
identifier of a service provider as an entity in connection with a content identifiera 
contents receipt user's identifiercontentsdistributionand circulation. 
[Claim 11]A contents playback processing unit comprising: 
An additional information detection processing means which performs a user- 
identification child's (ID)'s detection processing which is a contents playback 
processing unit which performs contents playback processinginputs additional 
information superposition contents and is included in additional information. 
A memory which stored a user-identification child (ID). 
User ID detected from said additional information superposition contents. 
A comparative collation means to perform comparative collation processing with 
user ID stored in said memoryand a reproduction control means which performs 
contents playback on condition of user ID collation formation as a matching result 
of said comparative collation means. 

[Claim 12]An additional information detection processing method which is provided 
with the following and characterized by performing detection processing of 
inaccurate contents based on a data inquiry result in said data reference step. 
An additional information detection processing step which is an additional 
information detection processing method which performs additional information 
detection from additional information superposition contentsand performs 
detection processing of inaccurate contentsand detects additional information 
which inputs said additional information superposition contents and includes 
contents distribution channel information. 



Contents distribution channel information detected in said additional information 
detection processing step. 

A data reference step which performs comparative collation with contents 
distribution course substance information recorded on a contents distribution 
record table which recorded contents distribution course substance information. 

[Claim 13]The additional information detection processing method according to 
claim 12 which said additional information is electronic watermark informationand 
is characterized by said additional information detection processing step 
performing detection processing of electronic watermark information. 
[Claim 14]The additional information detection processing method according to 
claim 12wherein said contents distribution channel information contains a contents 
receipt user's identification information (user ID). 

[Claim 15]The additional information detection processing method according to 

claim 12wherein said contents distribution channel information includes contents 

identification information (content ID) as contents characteristic data. 

[Claim 16]The additional information detection processing method according to 

claim 12wherein said contents distribution channel information contains service 

provider identification information (SP-ID) as service provider characteristic data 

as an entity in connection with contentsdistributionand circulation. 

[Claim 1 7]The additional information detection processing method according to 

claim 12wherein said contents distribution record table is a table which matched 

an identifier of a service provider as an entity in connection with a content 

identifiera contents receipt user's identifiercontentsdistributionand circulation. 

[Claim 18]Said additional information is steganography. 

The additional information detection processing method according to claim 

12wherein said additional information detection processing step performs 

detection processing of steganography. 

[Claim 19]In an additional information detection processing method which detects 
inaccurate contents because additional information detects additional information 
from contents currently embedded beforehandA content reception step which 
receives contents where additional information is embeddedThe 1st detecting step 
that detects content ID which specifies these contents from the above-mentioned 
contentsThe 2nd detecting step that detects user ID which specifies a user of the 
above-mentioned contents to these contentsthe above-mentioned content ID or 
the above-mentioned user ID — an additional information detection processing 
method having a notification step which notifies by judging that the above- 
mentioned contents are inaccurate when only either is detected. 
[Claim 20]Content ID and user ID which detected said additional information 
detection processing method in said 1st and 2nd detecting steps furtherlt has a 
data reference step which performs comparative collation with contents 
distribution course substance information recorded on a contents distribution 
record table which recorded contents distribution course substance 



informationThe additional information detection processing method according to 
claim 19wherein said notification step performs a notice based on an unjust 
judging of contents based on a data inquiry result in said data reference step. 
[Claim 21]The additional information detection processing method according to 
claim 20wherein said contents distribution record table is a table which matched 
an identifier of a service provider as an entity in connection with a content 
identifiera contents receipt user's identifiercontentsdistributionand circulation. 
[Claim 22]A contents playback disposal method comprising: 
An additional information detection processing step which performs a user- 
identification child's (ID)'s detection processing which is a contents playback 
disposal method which performs contents playback processinginputs additional 
information superposition contents and is included in additional information. 
User ID detected from said additional information superposition contents. 
A comparative collation step which performs comparative collation processing with 
user ID read from a memory which stored a user-identification child (ID). 
A reproduction control step which performs contents playback on condition of 
user ID collation formation as a matching result of said comparative collation step. 

[Claim 23]A computer program for additional information detection processing 
execution characterized by comprising the following which performs additional 
information detection from additional information superposition contentsand 
performs detection processing of inaccurate contents. 

An additional information detection processing step which detects additional 
information which inputs said additional information superposition contents and 
includes contents distribution channel information. 

A data reference step which performs comparative collation of contents 
distribution channel information detected in said additional information detection 
processing stepand contents distribution course substance information recorded 
on a contents distribution record table which recorded contents distribution 
course substance information. 

[Claim 24]A computer program which performs processing which detects 
inaccurate contents by detecting additional information from contents 
characterized by comprising the following where additional information is 
embedded beforehand. 

A content reception step which receives contents where additional information is 
embedded. 

The 1st detecting step that detects content ID which specifies these contents 
from the above-mentioned contents. 

The 2nd detecting step that detects user ID which specifies a user of the above- 
mentioned contents to these contents. 

the above-mentioned content ID or the above-mentioned user ID — a notification 
step which notifies by judging that the above-mentioned contents are inaccurate 
when only either is detected. 



[Claim 25]A contents playback processing execution computer program which 
performs contents playback processingcomprising: 

An additional information detection processing step which performs a user- 
identification child's (ID)'s detection processing which inputs additional information 
superposition contents and is included in additional information. 
User ID detected from said additional information superposition contents. 
A comparative collation step which performs comparative collation processing with 
user ID read from a memory which stored a user-identification child (ID). 
A reproduction control step which performs contents playback on condition of 
user ID collation formation as a matching result of said comparative collation step. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to additional information detection 
processing equipmenta contents playback processing unita methodand a computer 
program. It is related with the additional information detection processing 
equipment which made it possible to prevent effectively circulation of inaccurate 
contentssuch as copy data of contents datain detaila contents playback 
processing unita methodand a computer program. 
[0002] 

[Description of the Prior Art]Digital recording playback equipment by which it is 
not generatedsuch as recordimage quality deterioration by the repeat execution of 
regenerationand tone quality degradationspreads with progress of digital 
techniqueand on the other handDEJITATERU contentssuch as various pictures 
and musicwill be in the state which can distribute and circulate through a medium 
or networkssuch as digital VTRDVDand CDetc. 

[0003]To such contentsthe copyright information of contentscontents machining 
informationThe method of embedding various informationincluding contents 
configuration informationcontents processing informationcontents compilation 
informationcontents playback mode of processingor contents copy control 
informationas additional information corresponding to contents using digital 
watermarking (WM: watermark) is realized. In the reproduction state of the usual 
contents (image data or voice data)vision or consciousness is difficult for digital 
watermarkingand detection of digital watermarking and embedding become possible 
only by execution of a specific algorithmor processing by a specific device. High 
control of reliability is attained by detecting digital watermarking at the time of the 
contents processing in a receivera recording and reproducing deviceetc.and 
performing control according to digital watermarking. 

[0004]Various techniques as the embedding and the detection mode of digital 



watermarking to data are proposed. There is a technique based on the statistical 
property which the data as a Motonobu itemfor examplea picturehas in one typical 
electronic-watermark-embedding detection mode. Based on the statistical 
character which picture signalssuch as a digital video signalhavehow to embed 
digital watermarking by using the random number data of a PN series as basic 
pattern is explained. Since it is easylet the frame data of a luminance signal be the 
horizontal size of 8 pixelsand the vertical size of 6 pixels. 
[0005]Random-number-data PN of a PN series is first set up like a following 
formula. 
[0006] 

[Mathematical formula 1] 

[0007]This random-number-data PN is generated so that total may be statistically 
set to 0. Nextspectrum spread of the embedded information DC is carried out by 
random-number-data PN with character like the above-mentioned formula. That 
iswhen the polarity of embedded information DC is "1"the digital-watermarking 
pattern WM becomes like a following formula by using the pattern of random- 
number-data PN as it is. 
[0008] 

[Mathematical formula 2] 

[0009]When the polarity of embedded information DC is "0"the digital- 
watermarking pattern WM becomes like a following formula by using what reversed 
the pattern of random-number-data PN. 
[0010] 

[Mathematical formula 3] 

[001 1]What is necessary is to divide the frame data of a luminance signal into a 
suitable small regionfor exampleand just to make each information bit correspond 
to each small regionwhen embedded information DC comprises two or more 
information bits. What is necessary is to use different digital-watermarking 
patterns of plurality which goes direct mutuallyfor exampleand just to make each 
information bit correspond to each digital-watermarking pattern. It may be used 
combining these techniques. 

[0012]On the other handsuppose that frame data DV1 which shows the 
luminance-signal pixel value of a certain frame data was shown by the following 
formulas in picture signalssuch as a digital video signal. In the picture signal of a 
digital video signalthe approaching luminance signal has the character to have a 
comparable pixel valueand the value of the adjoining pixel is set as the 
approximated value. 
[0013] 



[Mathematical formula 4] 



[0014]Embedding of digital watermarking is realized by adding the digital- 
watermarking pattern WM to frame data DV1 of a luminance signal. When the 
polarity of electronic-watermark-embedding information DC is "1"it becomes the 
processing which adds the digital-watermarking pattern WM shown in the above- 
mentioned [two number] to the luminance signal shown in above-mentioned [four 
number]and frame data DV2 of the luminance signal which embedded digital 
watermarking becomes data shown by a following formula. 
[0015] 

[Mathematical formula 5] 

[0016]Thusin order to detect frame data DV2 of the luminance signal which 
embedded digital watermarking to embedded information DCrandom-number-data 
PN of the same PN series as the time of embedding is used. The inner product 
value P1 of frame data DV1 of the original luminance signal and random-number- 
data PN has first a value shown by a following formula. 
[0017] 

[Mathematical formula 6]P1=DV1andPN=1 [0018]The inner product value P1 turns 
into about zero value from the statistical character which a picture signal has. On 
the other handthe inner product value P2 of frame data DV2 of a luminance signal 
and random-number-data PN which embedded digital watermarking has a value 
shown by a following formulawhen the polarity of embedded information DC is "1." 
[0019] 

[Mathematical formula 7] 

=[ P2=DV2andPN=(DV1+WM) andPN] (DV1+PN) andPN=P1+PN 2 =1+48[0020]On 
the other handwhen the polarity of embedded information DC is "0"it has a value 
shown by a following formula. 
[0021] 

[Mathematical formula 8] 

= [ P2=DV2 and PN = (DV1+WM) and PN ] (DV1-PN) and PN=P1-PN 2 =1-48 
[0022]That isthe absolute value of the inner product value P2 turns into a value 
near the inner product value PN 2 of random-number-data PN itself. If the inner 
product value P1 of frame data DV1 of the original luminance signal and random- 
number-data PN and the inner product value P2 of frame data DV2 of a luminance 
signal and random-number-data PN which embedded digital watermarking are 
calculated to various picturesA frequency function as shown in drawing 1 5 can 
express distribution of the inner product values P1 and P2. Thereforeit becomes 
possible by setting up the suitable non-negative threshold value TH to distinguish 
the existence of digital watermarkingand polarityas shown below. 
[0023] 

[Mathematical formula 9] 



P2 <=-TH : Those with digital watermarking (polarity 0) 

| P2|<TH : Digital-watermarking-less P2 >=TH : Those with digital watermarking 
(polarity 1) 

[0024]Like the above-mentioned formulaembedded information DC is detectable 
from frame data DV2 of the luminance signal which embedded digital watermarking. 
[0025]When actually realizing digital watermarkingit is a point with two important 
points of the influence which it has on the reliability of digital-watermarking 
detectionand the image quality of digital watermarking. In order to distinguish the 
existence of digital watermarking correctlythe threshold value TH which separates 
the frequency function in the case of "with digital watermarking" and the 
frequency function in "having no digital watermarking" with sufficient accuracy 
must be set up. [ in drawing 15 ] Howeverselection of the threshold value TH 
which the foot of a frequency function overlaps actually and can distinguish the 
existence of digital watermarking correctly is difficult. Especially the probability 
judged to be "those with digital watermarking" although digital watermarking is not 
embedded is called False Positiveand in order to guarantee healthy contents 
distributiona very small False Positive value is required. Thereforein order to 
improve the reliability of digital-watermarking detectionprocessing which enlarges 
embedding intensity of digital watermarking using non-negative scalar quantity C is 
performed. Frame data DV2 of the luminance signal at the time of enlarging 
embedding intensity of digital watermarking using scalar quantity Cand embedding 
digital watermarking has a value shown by a following formula. 
[0026] 

[Mathematical formula 1 0]DV2=DV1+CWM[0027]What is necessary is just to 
enlarge the inner product value P2 of frame data DV2 of a luminance signaland 
random-number-data PN which embedded digital watermarking enough. 
Specificallyframe data DV2 has a value shown by a following formula. 
[0028] 

[Mathematical formula 1 1] 

P2=DV2andPN=(DV1 +CWM) andPN=(DV1 **PIM) 

andPN=P1**CPN 2 [0029]Howeverwhen it does in this way and embedding intensity 
of digital watermarking is enlargedthe influence which it has on the image quality of 
digital watermarking will become what cannot be disregarded. The reliability of 
digital-watermarking detection and the influence which it has on the image quality 
of digital watermarking have a relation of a trade-off. 

[0030]In order to suppress the influence which it has on the image quality of digital 
watermarking as much as possiblesecuring the reliability of digital-watermarking 
detectionthe technique of embedding digital watermarkingusing human being's 
vision characteristics effectively is proposed. These techniques are suppressing 
effectively what redistributes a digital-watermarking pattern within a pictureand 
the influence which it has on the image quality of digital watermarking without 
making a digital-watermarking pattern follow a motion of a pictureand changing the 
whole embedding intensity in consideration of human being's vision characteristics. 
Although human being's eyes are sensitive to change in low frequency regionssuch 



as a flat partthey are insensible to change in high frequency regionssuch as an 
edge part. The influence which it has on the image quality of digital watermarking 
can be suppressed securing the reliability of digital-watermarking detection by 
carrying out reallocation of the digital-watermarking pattern to the edge part 
which cannot be easily conspicuous from a conspicuous flat part using this. By 
also making a digital-watermarking pattern stand it stillwhen the picture is 
standing it stillalso following a digital-watermarking pattern and moving itwhen the 
picture is movingdigital watermarking can be embedded so that it may be hard to 
perceive to human being's eyes and may become them. 

[Q031]Since alteration tolerance is strongwhat is directly superimposed to the 
information signal of the original image data or voice data like digital watermarking 
is expected as secure additional information. 

[0032]As a utilizing method of concrete digital watermarkingthe user ID etc. which 
are the content ID as a content identifier or a distribution destination user's 
identifier are added to contents by digital watermarking to the contents which 
carry out net distributionfor exampleand a system which is distributed is proposed. 
[0033] Howe verwhen adding different ID for every user to the same contentsby 
users' conspiracy. Detect the ID from the difference of two or more contentsand it 
deletes out of contentsProblem ********** that the contents from which signal 
processing that detection became impossible was performedand user ID was 
deleted unjustly will circulate secondarilyln such a casewhen the contents in which 
ID is not contained from the first were circulating simultaneouslythere was a 
problem that specification of an alteration of contents became very difficult. 
[0034]Also when there was a user who holds the altered contentsanalysis **** of 
only the contents was difficult for specifying an alteration person. When subject- 
of-protection contents were circulating illegallyit was difficult for pursuit of the 
search of illegal contentfor exampledistribution channeland dispatch origin to take 
the suitable measure corresponding to alteration contents — it is almost 
impossible and it difficult to prove illegality. 
[0035] 

[Problem to be solved by the invention]This invention is made in view of the 
problem of the conventional technology mentioned aboveand is a thing. 
Also in the case where unjust signal processing to the contents and additional 
information where the purpose embedded the additional information of ** is 
performedlt is providing the additional information detection processing equipment 
which made specification of unjust processing origin easy and enabled effective 
exclusion of unjust contents distributiona contents playback processing unita 
methodand a computer program. 

[0036] 

[Means for solving problem]The 1st side of this invention performs additional 
information detection from additional information superposition contentsThe 
additional information detection processing means which is additional information 
detection processing equipment which performs detection processing of 



inaccurate contentsand detects the additional information which inputs said 
additional information superposition contents and includes contents distribution 
channel informationThe contents distribution record table which recorded 
contents distribution course substance informationlt has a data inquiry means 
which performs comparative collation of the contents distribution channel 
information which said additional information detection processing means 
detectedand the contents distribution course substance information recorded on 
said contents distribution record tablelt is in the additional information detection 
processing equipment performing detection processing of inaccurate contents 
based on the data inquiry result in said data inquiry means. 

[0037]The additional information detection processing equipment of this invention 
sets like 1 operative conditionsaid additional information is electronic watermark 
informationand said additional information detection processing means is 
characterized by being the composition of performing detection processing of 
electronic watermark information. 

[0038]The additional information detection processing equipment of this invention 
sets like 1 operative conditionand said contents distribution channel information 
contains a contents receipt user's identification information (user ID). 
[0039]The additional information detection processing equipment of this invention 
sets like 1 operative conditionand said contents distribution channel information 
includes the contents identification information (content ID) as contents 
characteristic data. 

[0040]The additional information detection processing equipment of this invention 
sets like 1 operative conditionand said contents distribution channel information 
contains the service provider identification information (SP-ID) as service provider 
characteristic data as an entity in connection with contentsdistributionand 
circulation. 

[0041]The additional information detection processing equipment of this invention 
sets like 1 operative conditionand said contents distribution record tablelt is 
characterized by being the table which matched the identifier of the service 
provider as an entity in connection with a content identifiera contents receipt 
user's identifiercontentsdistributionand circulation. 

[0042]The additional information detection processing equipment of this invention 
sets like 1 operative conditionsaid additional information is steganographyand said 
additional information detection processing means is characterized by being the 
composition of performing detection processing of steganography. 
[0043]In the additional information detection processing equipment for which the 
2nd side of this invention detects inaccurate contents because additional 
information detects additional information from the contents currently embedded 
beforehandA means to receive the contents where additional information is 
embeddedand the 1st detection means that detects the content ID which specifies 
these contents from the above-mentioned contentsThe 2nd detection means that 
detects the user ID which specifies the user of the above-mentioned contents to 
these contentsthe above-mentioned content ID or the above-mentioned user ID - 



- when only either is detectedit judges that the above-mentioned contents are 
inaccurateand is in additional information detection processing equipment provided 
with the reporting means which notifies. 

[0044]The additional information detection processing equipment of this invention 
sets like 1 operative conditionand said additional information detection processing 
equipmentThe contents distribution record table which recorded contents 
distribution course substance informationContent ID and user ID which the said 
1st and 2nd detection means detectedHave a data inquiry means which performs 
comparative collation with the contents distribution course substance information 
recorded on said contents distribution record tableand said reporting meanslt is 
characterized by being the composition of performing the notice based on the 
unjust judging of contents based on the data inquiry result in said data inquiry 
means. 

[0045]Additional information detection processing equipment of this invention sets 
like 1 operative conditionand said contents distribution record tablelt is 
characterized by being the table which matched an identifier of a service provider 
as an entity in connection with a content identifiera contents receipt user's 
identifiercontentsdistributionand circulation. 

[0046]An additional information detection processing means which performs a 
user-identification child's (ID)'s detection processing which the 3rd side of this 
invention is a contents playback processing unit which performs contents playback 
processingand inputs additional information superposition contents and is included 
in additional informationA memory which stored a user-identification child (ID)and 
user ID detected from said additional information superposition contentslt is in a 
contents playback processing unit having a comparative collation means to 
perform comparative collation processing with user ID stored in said memoryand a 
reproduction control means which performs contents playback on condition of 
user ID collation formation as a matching result of said comparative collation 
means. 

[0047]The 4th side of this invention performs additional information detection from 
additional information superposition contentsAn additional information detection 
processing step which is an additional information detection processing method 
which performs detection processing of inaccurate contentsand detects additional 
information which inputs said additional information superposition contents and 
includes contents distribution channel informationContents distribution channel 
information detected in said additional information detection processing steplt has 
a data reference step which performs comparative collation with contents 
distribution course substance information recorded on a contents distribution 
record table which recorded contents distribution course substance informationlt 
is in an additional information detection processing method performing detection 
processing of inaccurate contents based on a data inquiry result in said data 
reference step. 

[0048]An additional information detection processing method of this invention sets 
like 1 operative conditionsaid additional information is electronic watermark 



informationand said additional information detection processing step performs 
detection processing of electronic watermark information. 

[0049]An additional information detection processing method of this invention sets 

like 1 operative conditionand said contents distribution channel information 

contains a contents receipt users identification information (user ID). 

[0050]An additional information detection processing method of this invention sets 

like 1 operative conditionand said contents distribution channel information 

includes contents identification information (content ID) as contents characteristic 

data. 

[0051]An additional information detection processing method of this invention sets 
like 1 operative conditionand said contents distribution channel information 
contains service provider identification information (SP-ID) as service provider 
characteristic data as an entity in connection with contentsdistributionand 
circulation. 

[0052]An additional information detection processing method of this invention sets 
like 1 operative conditionand said contents distribution record tablelt is 
characterized by being the table which matched an identifier of a service provider 
as an entity in connection with a content identifiera contents receipt user's 
identifiercontentsdistributionand circulation. 

[0053]An additional information detection processing method of this invention sets 
like 1 operative conditionsaid additional information is steganographyand said 
additional information detection processing step performs detection processing of 
steganography. 

[0054]In an additional information detection processing method for which the 5th 
side of this invention detects inaccurate contents because additional information 
detects additional information from contents currently embedded beforehandA 
content reception step which receives contents where additional information is 
embeddedThe 1st detecting step that detects content ID which specifies these 
contents from the above-mentioned contentsThe 2nd detecting step that detects 
user ID which specifies a user of the above-mentioned contents to these 
contentsthe above-mentioned content ID or the above-mentioned user ID — 
when only either is detectedit judges that the above-mentioned contents are 
inaccurateand is in an additional information detection processing method having a 
notification step which notifies. 

[0055]An additional information detection processing method of this invention sets 
like 1 operative conditionand said additional information detection processing 
methodContent ID and user ID which were detected in said 1st and 2nd detecting 
stepslt has a data reference step which performs comparative collation with 
contents distribution course substance information recorded on a contents 
distribution record table which recorded contents distribution course substance 
informationSaid notification step performs a notice based on an unjust judging of 
contents based on a data inquiry result in said data reference step. 
[0056]An additional information detection processing method of this invention sets 
like 1 operative conditionand said contents distribution record tablelt is 



characterized by being the table which matched an identifier of a service provider 
as an entity in connection with a content identifiera contents receipt user's 
identifiercontentsdistributionand circulation. 

[0057]The 6th side of this invention is a contents playback disposal method which 
performs contents playback processingAn additional information detection 
processing step which performs a user-identification child's (ID)'s detection 
processing which inputs additional information superposition contents and is 
included in additional informationA comparative collation step which performs 
comparative collation processing with user ID detected from said additional 
information superposition contentsand user ID read from a memory which stored a 
user-identification child (ID)It is in a contents playback disposal method having a 
reproduction control step which performs contents playback on condition of user 
ID collation enactment as a matching result of said comparative collation step. 
[0058]The 7th side of this invention performs additional information detection from 
additional information superposition contentsAn additional information detection 
processing step which is a computer program for additional information detection 
processing execution which performs detection processing of inaccurate 
contentsand detects additional information which inputs said additional information 
superposition contents and includes contents distribution channel 
informationContents distribution channel information detected in said additional 
information detection processing steplt is in a computer program possessing a 
data reference step which performs comparative collation with contents 
distribution course substance information recorded on a contents distribution 
record table which recorded contents distribution course substance information. 
[0059]The 8th side of this invention is a computer program which performs 
processing which detects inaccurate contents by detecting additional information 
from contents where additional information is embedded beforehandA content 
reception step which receives contents where additional information is 
embeddedThe 1st detecting step that detects content ID which specifies these 
contents from the above-mentioned contentsThe 2nd detecting step that detects 
user ID which specifies a user of the above-mentioned contents to these 
contentsthe above-mentioned content ID or the above-mentioned user ID — 
when only either is detectedit judges that the above-mentioned contents are 
inaccurateand is in a computer program having a notification step which notifies. 
[0060]The 9th side of this invention is a contents playback processing execution 
computer program which performs contents playback processingAn additional 
information detection processing step which performs a user-identification child's 
(ID)'s detection processing which inputs additional information superposition 
contents and is included in additional informationA comparative collation step 
which performs comparative collation processing with user ID detected from said 
additional information superposition contentsand user ID read from a memory 
which stored a user-identification child (ID)It is in a computer program possessing 
a reproduction control step which performs contents playback on condition of user 
ID collation formation as a matching result of said comparative collation step. 



[0061] 

[Function]According to the additional information detection processing 
composition of this inventionthe information that the distribution channel of 
contents can be specifiedFor examplethe user ID of the contents distribution 
pointcontent IDcontents offer former IDWhen service provider ID etc. were 
considered as the composition detected from contents as additional information by 
digital watermarking etc.for exampledetection of both content ID and user ID was 
performed and there was lack of at least one informationit had composition judged 
to be inaccurate contents. Based on the additional information detected from 
contentsit becomes possible at the time of generating of inaccurate contents to 
search for the specific and unjust source of release of the distribution channel. 
[0062]Since it had composition which performs contents playback only when the 
user ID stored in the memory of playback apparatus and the user ID added to 
contents were in agreement according to the composition of this 
inventionReproduction will be permitted only in the just apparatus of the user who 
performed content reception by just contents distributioncontents are copiedfor 
exampleeven if it is going to reproduce in other user apparatusreproduction is not 
permittedbut the prevention from use of inaccurate contents is attained. 
[0063]The computer program of this inventionFor examplethe general purpose 
computer system which can execute various program codes is receivedlt is a 
computer program which can be provided by communication mediasuch as 
recording mediasuch as a storage provided in a computer-readable 
formcommunication mediafor exampleCDFDMOor a network. By providing such a 
program in a computer-readable formprocessing according to a program is realized 
on computer systems. 

[0064]The purposethe featureand advantage of further others of this invention will 
become clear [ rather than ] by detailed explanation based on the embodiment and 
the Drawings to attach of this invention mentioned later. In this Descriptiona 
system is the logical set composition of two or more equipmentand it does not 
restrict to what has equipment of each composition in the same case. 
[0065] 

[Mode for carrying out the invention]Hereafterwith reference to Drawingsthe 
details of the additional information detection processing equipment of this 
inventiona contents playback processing unitand a method are explained. 
[0066][Mode of additional information] In this inventionthe outline of additional 
information over various kinds of informationincluding an applicable picturea 
soundetc.is explained first. There is digital watermarking (WM) mentioned above as 
a typical example of additional information. When embedding information [A] as 
digital watermarking into the picture 1 1 as shown in drawing 1 (a) for exampleas 
the column of conventional technology explainedSpectrum spread of the 
embedded information [A] is carried out by random-number-data PNa digital- 
watermarking pattern as shown by the [three number] of the columns of 
conventional technology is generatedand this is embedded in a picture. A digital- 
watermarking pattern turns into a pattern in the picture 1 1 of drawing 1 (a)for 



example. 

[0067]On the other handwhen detecting from the picture which embedded digital 
watermarkingback-diffusion-of-gas processing which uses random-number-data 
PN of the same PN series as the time of embedding is performed. By this back- 
diffusion-of-gas processingthe inner product value P1 of frame data DV1 of the 
original luminance signaland random-number-data PNThe inner product value P2 
of frame data DV2 of a luminance signal and random-number-data PN which 
embedded digital watermarking is calculatedthe frequency function shown in 
distribution (refer to drawing 15 ) of the inner product values P1 and P2 
expressesthe suitable threshold value TH is set upand electronic-watermark- 
embedding information is detected. 

[0068]As mentioned abovesuch digital watermarking becomes difficult [ detection 
of digital watermarking from the data which detection may become difficult by 
coding processing of the affine transformation of the image data which embedded 
digital watermarkingfor exampleetc. and re-photoed image data ]. 
[0069]There is the steganography (Steganography) as additional information 
different on the other hand from the embedding processing mode of digital 
watermarking mentioned above. Technology in which steganography 
(Steganography) hides additional information in a screen. It is what performs 
processing which superimposes the message used as additional information 
directly to a picture etc. For examplethere is a thing of various modessuch as 
processing of putting data into the least significant bit of the bit information which 
shows the value of each pixel of picture informationor using the ink not appearing 
in the state of general visionchange of a micro dot and a character arrayand SS 
communication. 

[0070]As shown in drawing 1 (b)when embedding text [A] in the picture 
12processing which adds change to the bit information of the pixel of only the 
portion which constitutes the character of [A]for example in the picture 12 is 
performed. For exampleprocessing of adding bit change of the least significant 
bit+1 of the portion is performed. It becomes possible by performing this 
processing in the continuation frame of videoand performing integration treatment 
and a normalizing process in a continuation frame to extract [A] as additional 
information. 

[0071]In the contents playback processing unit of this inventionan additional 
information superposition processing unitadditional information detection 
processing equipmentand a methoddigital watermarking and steganography 
(Steganography)and any additional information are applicable. 
[0072][Additionai information superposition processing constitution] The example 
of composition of the additional information superposition processing unit which 
performs embedding of the additional information applied to drawing 2 in the 
composition of this invention is shown. An additional information superposition 
processing unit has the 1st modulation processing part 102the 1st superposition 
treating part 103the 2nd modulation processing part 104the amount deciding part 
105 of the 2nd superpositionand the coding part 106as shown in drawing 2 The 



additional information based on modessuch as digital watermarking and 
steganographyis superimposed to various datasuch as a picture which is the 
former information inputted from the processing object information 101. 
[0073]The additional information superimposed here is two or more additional 
information. Although it has two superposition treating parts and the composition 
which superimposes two additional information is shown in the example shown in 
drawing 2 it is good also as composition which superimposes three or more 
additional information. As an example of two or more additional informationit is a 
content identifier (content ID)for example. 
User-identification child (user ID) 
Service provider identifier (SP-ID) 
It is by **. 

[0074]In the system of this inventionthe information that the distribution channel 
of contents can be grasped is superimposed to contentsfor example as additional 
informationsuch as digital watermarking. 

[0075]Circulation of the contents which specifically passed the network as shown 
• n drawing 3 is assumed. For examplewhen the contents 201 are distributed to the 
user A231 via contents offer SP(service provider) 21 1 contents distribution 
SP221and the network 250Ideally The content ID as a content identifier of the 
contents 201 Service provider ID of contents offer SP(service provider) 21 1 service 
provider ID of contents distribution SP221and also all the user's A221 YUZA ID 
are added to contents. Or the identifier of the selection entity chosen from two or 
more entities in these distribution channels is considered as the composition 
added to contents. 

[0076]Herecontents distribution SP221 explains as one example as what performs 
processing which adds the additional information corresponding to content ID and 
the user ID which is the contents distribution point to contents about contents 
distributing. 

[0077]That iscontents distribution SP221 holds the additional information 
superposition processing unit shown in drawing 2 and processing to which contents 
distribution SP221 adds content ID and user ID to contents distributing is 
performed. 

[0078]Howeverin [ this is an example to the lastfor exampleboth contents 
distribution SP221 and contents offer SP211 hold the additional information 
superposition processing unitand ] contents offer SP21 1 content IDIt may be 
made to add user ID to contents distributing in contents distribution SP221. 
[0079]The processing object information 101 The picture as embedding object 
data of additional informationit is data of voice dataprogram dataetc.for exampleit 
is read from storagessuch as a hard disk and DVDor various data of the picture 
etc. which were supplied from image taking equipmentsuch as a scanner and a 
digital camerais contained. 

[0080]In the following explanationalthough the example centering on image data is 
explained as additional information superposition processing-object datathis 
invention can apply not only image data but voice dataother program 



informationetc. to a variety-of-information signal at large. 
[0081]When additional information superposition processing-object data is 
videoadditional information superposition processing is performed for every frame 
image. The example of a frame structure in video is shown in drawing 4 . As the 
frame data which constitutes video shows drawing 4 when it exists sequentially 
along with a time-axis (t) from the frame k to k+nprocessing-object data is 
processed sequentially from the frame k. 

[0082]Hereafterin the composition shown in drawing 2 setting out which made the 
1st additional information content ID and the 2nd additional information made user 
ID is assumed. These information is addedfor example as electronic watermark 
information and one additional information of the steganography. The following 
explanation explains as an example as what adds the 1st additional information and 
the 2nd additional information as electronic watermark information. 
[0083]In the 1st modulation processing part 102the modulation process of the 
electronic watermark information (WM) corresponding to content ID is performed. 
The 1st modulation processing part 102 performs the modulation process at the 
time of embedding in a picture digital watermarking corresponding to the additional 
information embedded to dataand the bit information from which KOKODE 
constitutes content ID. For exampleit performs as processing containing spectrum 
spreadthe patchwork techniqueetc. Spectrum-spread-modulation processing is 
explained. 

[0084] Drawing 5 is a block diagram explaining the spectrum diffusion treatment 
part composition in the 1st modulation processing part 102. In drawing 5 the PNa 
generating part 281 generates PN code string PNaand it is the SS diffused part 
282 (SS is the abbreviation for spectrum spread.) about the PN code string PNa. 
the following — it is the same — it supplies. 

[0085]The additional information generating part 283 generates the additional 
information (data row based on content ID) which it is going to superimpose as 
electronic watermark informationand supplies it to the SS diffused part 283. The 
SS diffused part 282 carries out the multiplication of additional information and PN 
code string PNaand generates a spectrum diffusion signal. And this spectrum 
diffusion signal is outputted to a digital-watermarking (WM) level control part. 
[0086] Drawing 6 indicates a relation with electronic-watermark-embedding object 
data (for examplevideo signal) to be the additional information superimposed as 
electronic watermark information by a spectrum. There is little amount of 
information by which additional information is included in thisand it is a signal of a 
low bit rate. 

As shown in drawing 6 (a)it is a signal of a narrow-band. 

If spectrum spread is performed to thisit will become a signal of broadband width 
as shown in drawing 6 (b). At this timea spectrum diffusion signal level becomes 
small in inverse proportion to the expansion ratio of a zone. 

[0087]Although this spectrum diffusion signali.e.SS additional informationis made 
to superimpose on electronic-watermark-embedding object data (for examplevideo 
signaQln this caseit is made to make SS additional information superimpose on a 



level smaller than the dynamic range of the video signal as an information signalas 
shown in drawing 6 (c). Degradation of a main information signal can be prevented 
from almost being generated by superimposing in this way. 
[0088]On the other handin order to detect SS additional informationreverse 
spectrum spread is performed. As shown in drawing 6 (d)SS additional information 
is again restored as a signal of a narrow-band by reverse spectrum spread. By 
giving sufficient zone dispersion ratiothe disregard level of the additional 
information after back-diffusion of gas exceeds an information signaland becomes 
detectable. 

[0089]In the 1st superposition treating part 1 03superposition processing of the 1st 
additional information to the processing object information (picture) 101 is 
performed. 

[0090]In the 2nd modulation processing part 1 Coprocessing in the 1st modulation 
processing part 102 that mentioned additional information above as user ID which 
is a user-identification child of the contents distribution pointand same processing 
are performedand superposition processing based on modulation data is performed 
in the 2nd superposition treating part 105. 

[0091 ]It usually becomes multi-bit information also with content ID and user ID. 
Application of the method of using two or more digital-watermarking patternsthe 
methods of dividing a picture into a small regionand these compound methods is 
possible for the method in the case of embedding these multi-bit information in a 
picture in digital watermarking. 

[0092]In the method of using two or more digital-watermarking patterns, the 
method of embedding simultaneously in piles the method of expressing desired 
information by giving a meaning which is different in each of two or more digital- 
watermarking patternsand embedding in a picture exclusivelyand two or more 
digital-watermarking patterns in a pictureand expressing desired information with 
the combination — andThe method which compounded these two methods can be 
considered. The processing mode which embeds two or more digital-watermarking 
patterns at a source image is shown in drawing 7 . 

[0093]In the example shown in drawing 7 they are content ID and the example 
which made each of user ID k bit information. Desired information is expressed by 
giving a meaning which is different in each of two or more digital-watermarking 
patterns so that it may correspond to each of these bitsand embedding in a 
picture exclusively. In this methodwhen the number of bits of information to embed 
in a picture is set to bthe kind n of needed digital-watermarking pattern becomes 
n=2 b . On the other handin the method of embedding two or more digital- 
watermarking patterns in a picture in piles simultaneouslyand expressing desired 
information with the combinationthe kind n of needed digital-watermarking pattern 
serves as n=b. Howeveralthough there are few kinds of digital-watermarking 
pattern and they endthe latter needs the suitable measures against degradation of 
a picture in many cases in order to embed two or more digital-watermarking 
patterns in piles in a picture. In the method which finally compounded these two 
methodsthe kind n of needed digital-watermarking pattern becomes b<=n<=2 b and 



becomes what both had the feature of law. 

[0094]The method of dividing a picture into a small region is another method of 
embedding the information on a multi-bit in a picture in digital watermarking. 
It is a thing of making two or more digital watermarking exist simultaneously in a 
picture by giving a different role for every small region. 

For exampleas shown in drawing 8 the partial area of the picture of contents is 
used as a content ID embedded domainand different position part fields are used 
as a user ID embedded domain. 

[0095]Thusthe 1st superposition treating part 103 in the additional information 
superposition processing unit of drawing 2 and the 2nd superposition treating part 
105 perform superposition processing in the mode from which it does not become 
impossible using one information detecting each information. 
[0096]The figure showing typically the embedding contents of two or more 
additional information is shown in drawing 9 . The example where content ID 291 
and service provider ID292 and the user ID 293 were embedded is shown in 
drawing 9 . Howeveralthough drawing 9 shows each information as a sign or coded 
dataif actual embedded information is digital watermarkingfor exampleit is 
information that the bit string based on a sign or coded data is detectable. 
[0097]The coding part 106 of drawing 2 performs coding processing of the 
processing object information (contents) which embedded two or more additional 
information. This coding processing is performed as data compression processing 
aiming at the data volume reduction for network transmission processing or a 
storage storing process. For examplecompression modessuch as MPEG 
compressionare appliedthe data after coding is stored in network transmission or a 
storage as the additional information embedded information 107and it is provided 
for the user corresponding to the user ID added to contents. 
[0098][Additional information detection processing composition] Nextthe 
processing constitution which detects additional information from the additional 
information superposition processing information that above-mentioned additional 
information superposition processing was performed is explained. 
[0099]The configuration block figure of the additional information detection 
processing equipment of this invention is shown in drawing 10 . The additional 
information sensing device shown in drawing 10 is detection processing equipment 
for performing detection of additional informationand specification of a distribution 
channel. 

[0100]The additional information detection processing equipment of this invention 
has the decoding processing section 302the 1st detection processing part 303the 
2nd detection processing part 304the data reference part 305the distribution 
record table 306the reporting means 307and the reception means 308as shown in 
drawing 10 The additional information embedded information 301 which is former 
information is received in the reception means 308and informationincluding digital 
watermarking etc. is detected. 

[0101]As for the additional information embedded information 301data with various 
pictures as data in which additional information was embeddedvoice dataprogram 



dataetc. is contained. The reception means 308 performs content reception from a 
networkor reception of the reading contents from a storagefor exampleand 
outputs it to the decoding processing section 302. 

[0102]In the following explanationalthough the example centering on image data is 
explained as additional information detection processing object datathis invention 
can apply not only image data but voice dataother program informationetc. to a 
variety-of-information signal at large. 

[0103]When additional information detection processing object data is 
videoprocessing for every frame image is performed, the 1st additional information 
detected in the composition shown in drawing 1 0 and the 2nd additional 
information are different additional information — for examplecontent ID and user 
ID — constructing — it is constituted. 

[0104]In the decoding processing section 302the decoding processing 
corresponding to the coding processing performed in the coding part 106 of the 
additional information superposition processing unit shown in drawing 2 for 
examplethe data decompression processing as decoding processing corresponding 
to MPEG codingis performed. 

[0105]In the 1st detection processing part 303 and the 2nd detection processing 
part 304additional information detection processing corresponding to each 
additional informationfor examplecontent IDand user ID is performed. For exampleit 
performs as detection processing of electronic watermark informationreverse 
spectrum spread as processing for detecting spectrum spread (SS) additional 
information is performedand detection processing based on correlation of a digital- 
watermarking patternetc. are performed. 

[0106]For examplethe inner product value P2 of the frame data and random- 
number-data PN which embedded digital watermarking which constitutes video is 
calculatedand the frequency function which shows distribution (refer to drawing 
1 5 ) of the inner product value P2 is acquired. By setting up the suitable non- 
negative threshold value TH hereit becomes possible to distinguish the existence 
of digital watermarkingand polarityas shown below. 
P2 <=-TH : Those with digital watermarking (bit 0) 

| P2|<TH : Digital-watermarking-less P2 >=TH : Those with digital watermarking 
(bit 1) 

[0107]By above-mentioned processingthe content ID as the 1st additional 
information and the user ID as the 2nd additional information are detected. It is 
judged that the data reference part [ in / here / this invention ] 305 considered 
that a conspiracy attack which was explainedfor example by the clause of 
[Description of the Prior Art] was performed when content ID was detected and 
user ID was not detectedand the unjust alteration accomplished it to contents. 
The data reference part 305 will notify to a user via the reporting means 307if the 
contents which the unjust alteration accomplished are detected. As the method of 
the notice by the reporting means 307various methodssuch as a display on a 
soundlightand a displaycan take. 

[0108]The data reference part 305 judges whether they are the contents which 



followed the just contents distribution course with reference to the stored data of 
the distribution record table 306 based on these detection informationand 
specifies a contents distribution course. When the distribution channel of 
inaccurate contents is specifiedit is good also as composition which the reporting 
means 307 notifiesfor example that the information is to a contents managing 
person etc. via the Internet etc. In this casethe reporting means 307 will have the 
function to perform notice processing of the inaccurate contents to a userand 
both the functions of the notice processing capability of the distribution channel 
information of the inaccurate contents to a contents managing person. 
[0109]The example of a data configuration of a distribution record table is shown 
in drawing 1 1 . The table of drawing 1 1 is a table which specified the distribution 
channel of the contents distributed to various users. 

It is the table which matched ID corresponding to two or more service providers 
which participated in offer of content ID and contentsand distributionand the user 
ID corresponding to the user as the contents distribution point. 

[01 1 0]Specification of the distribution channel of contents is attained by 
comparing user IDthis table dataand the additional information detected from 
contentsfor examplecontent ID. 

[01 1 1]For examplewhen inaccurate duplicated content is circulating secondarily on 
a networkThe user corresponding to [ two or more contents with the same user ID 
will existand ] the user IDOr the service provider on the distribution channel of the 
KONTSUNTSU becomes possible [judging that performs an unjust contents copy 
and secondary circulation of inaccurate contents is performed ]. It is good also as 
composition which saves this distribution record table 306 at another server on 
networkssuch as the Internetand for which the data reference part 305 holds data 
reference by access to a server if needed. 

[01 1 2][KONTSUNTSU regeneration equipment] Nextthe processing constitution in 
the case of receiving the contents which carried out load of the additional 
information to the user side via a network or a storageand performing contents 
playback is explained. 

[01 13] Drawing 12 is a block diagram showing the composition of a contents 
playback processing unit. The contents playback processing unit of this invention 
has the decoding processing section 502the additional information detection 
processing part 503the comparative collation part 504the user ID storing memory 
505and the reproduction control part 506as shown in drawing 12 The additional 
information embedded information 501 which is receipt contents is inputtedand 
contents playback control based on detection of additional informationsuch as 
digital watermarkingand detection is performed. 

[0114]As for the additional information embedded information 501various data of 
the data of the picture as data in which additional information was embeddedvoice 
dataprogram dataetc.etc. is contained. 

[01 15]In the following explanationalthough the example centering on image data is 
explained as reproduction object contentsthis invention can apply not only image 



data but voice dataother program informationetc. to a variety-of-information 
signal at large. 

[01 16]In the decoding processing section 502the decoding processing 
corresponding to the coding processing performed in the coding part 106 of the 
additional information superposition processing unit shown in drawing 2 for 
examplethe data decompression processing as decoding processing corresponding 
to MPEG codingis performed. 

[01 1 7]In the additional information detection processing part 503additional 
information detection processing corresponding to user ID is performed. For 
exampleit performs as detection processing of electronic watermark 
informationreverse spectrum spread as processing for detecting spectrum spread 
(SS) additional information is performedand detection processing based on 
correlation of a digital-watermarking patternetc. are performed. 
[0118]The comparative collation part 504 performs collation processing of the 
user ID as detection informationand the user ID stored in the user ID storing 
memory 505. The user ID stored in the user ID storing memory is the user ID 
shown in the contents offer side. 

When just contents distribution offer processing is performed and contents are 
received by the valid userit is the information which should be in agreement with 
the user ID as additional information added to contents. 

[01 19]Collation processing of the user ID as detection information and the user ID 
stored in the user ID storing memory 505 is performedand only when in 
agreementthe comparative collation part 504 outputs a reproducing permission 
signal to the reproduction control part 506and when inharmoniousit does not 
perform the output of a reproducing permission signal. 

[0120]The reproduction control part 506 performs regeneration of the input 
contents from the decoding processing section 502 on condition of the 
reproducing permission signal input from the comparative collation part 504. 
[0121]Thussince it had composition which performs contents playback only when 
the user ID stored in playback apparatus and the user ID added to contents were 
in agreementReproduction will be permitted only in the just apparatus of the user 
who performed content reception by just contents distributioncontents are 
copiedfor exampleeven if it is going to reproduce in other user 
apparatusreproduction is not permittedbut the prevention from use of inaccurate 
contents is attained. 

[0122]The flow chart explaining the procedure in the contents playback processing 
unit of this invention is shown in drawing 13 . 

[0123]Firstin Step S101the decoding processing in a decoding processing 
sectionfor examplethe decoding processing corresponding to MPEG codingis 
performed. Nextin Step S102in an additional information detection processing 
partadditional information detection processing corresponding to user ID is 
performedand a comparative collation part performs collation processing of the 
user ID as detection informationand the user ID stored in the user ID storing 



memory in Step S103. 

[0124]In [ when the user ID which the judgment was performed in Step S104 as a 
result of collation processingand was stored in the user ID storing memoryand the 
user ID as additional information added to contents are in agreement ] Step 
S105A reproducing permission signal is outputted to a reproduction control 
partand contents playback processing is performed at Step S106. 
[0125]When the user ID stored in the user ID storing memory and the user ID as 
additional information added to contents are inharmonious as a result of the 
decision processing of SUTEPU S104it progresses to Step S107and the output of 
a reproducing permission signal is not performedbut processing is completed as 
reproduction disapproval. 

[0126]In the aboveadditional information superposition processing of this 
inventionadditional information detection processingand contents playback 
processing have been explained. Although above-mentioned explanation explained 
content ID and user ID as an example as information added to contentsThe 
informationfor exampieuser ID of the contents distribution pointthat the 
distribution channel of contents can be specifiedlt is possible to have composition 
which superimposes several [such as content IDcontents offer former IDand 
service provider ID] various different additional informationit is considering ID 
corresponding to all the distribution channels as the composition added to 
contents preferablyand finer distribution channel specification is attained. It 
becomes possible by embedding contents distribution time information etc. to 
contents by digital watermarking or steganography to acquire still more detailed 
contents distribution information. 

[0127]According to the composition of this inventionthusthe information that the 
distribution channel of contents can be specifiedFor examplesince it had 
composition which performs superposition of several different additional 
informationthe user ID of the contents distribution pointcontent IDcontents offer 
former IDservice provider IDetc.Inaccurate contentsfor examplethe contents 
distributed according to the just distribution channelare copied unjustlywhen it 
circulates secondarilyadditional information is detected from the secondary 
circulation contentsdistribution channel specification is carried out and the thing 
[ searching for the source of release of inaccurate contents ] becomes possible. 
[01 28][System configuration] A series of processings described in the above- 
mentioned embodimenti.e.additional information embeddingdetection 
processingcontents playback control managementetc. can be performed by the 
composite structure of hardwaresoftwareor both. When performing processing by 
softwarethe program which recorded the processing sequencelt is possible to 
install in the memory in the data processing equipment built into hardware for 
exclusive useand to make it performor to make the general purpose computer 
which can perform various processing install and execute a program. When 
software performs a series of processingsthe program which constitutes the 
software is installed in a general-purpose computerthe microcomputer of one 
chipetc.for example. Drawing 14 shows the system configuration example of the 



equipment which performs the detection of additional information or embedding 
processingand contents playback control management which were mentioned 
above. The composition of drawing 1 4 is explained. 

[0129]CPU(Central processing Unit) 802 actually performs various application 
programs and OS (Operating System). ROM(Read-Only-Memory) 803 stores the 
fixed data as the program which CPU802 executesor computation parameters. In 
the program executed in processing of CPU802and program 
manipulationRAM(Random Access Memory) 804 is suitably used as the storage 
area of a variable parameterand a work region. It is connected by bus 801 and 
CPU802ROM803RAM804and the hard disk 805 can perform data transfer mutually. 
Data transfer with the various input/output devices furthermore connected to the 
input/output interface 814 is possible. 

[0130]The keyboard 812 and the mouse 813 are operated by the user in order to 
input various kinds of instructions into CPU802they are operated by the user in 
the casessuch as command input data inputare passed keyboard mouth controller 
81 1 and inputted. 

[0131]The drive 809 A flexible diskCD-ROM (Compact Disc ReadOnly Memory)It is 
the drive which performs record reproduction of the removable recording media 
810such as MO (Magneto optical) diskDVD (Digital Versatile Disc)a magnetic 
diskand semiconductor memory. 

The program or data storage to a program or data reproductionand the removable 
recording medium 810 from each removable recording medium 810 is performed. 

[0132]CPU802 will execute the program stored in ROM(ReadOnly Memory) 803 
according to an inputif instructions are inputted via the keyboard 812 or mouse 
813 grade via the input/output interface 814. 

[0133]The data of a picturea soundetc. used as the processing object in an 
above-mentioned embodimentData input unitssuch as an input devicefor examplea 
scanner etc. besides the camera 8071 connected to the input part 807Or the 
flexible disk connected to the drive 809CD-ROM (Compact Disc Read Only 
Memory)It can input from the removable recording media 810such as MO (Magneto 
optical) diskDVD (Digital Versatile Disc)a magnetic diskand semiconductor memory. 
Also in the input of voice datathis system is possible composition via the 
microphone 8072. It is also possible to process the data received via the 
communications department 808 as processing-object data. 
[0134]A program by which CPU802 is stored not only in a ROM stored program 
but in the hard disk 805A program which was transmitted from the satellite or the 
networkwas received in the communications department 808and was installed on 
the hard disk 805Or it is also possible to load the program which was read from 
the removable recording medium 810 with which the drive 809 was equippedand 
was installed on the hard disk 805 to RAM(Random Access Memory) 804and to 
execute it. 

[0135]Herein this Descriptiona program may be processed by one computer and 
distributed processing may be carried out by two or more computers. A program 



may be transmitted to a distant computer and may be executed. 
[0136]As mentioned aboveit has explained in detail about this inventionreferring to 
a specific embodiment. Howeverit is obvious that a person skilled in the art can 
accomplish correction and substitution of this embodiment in the range which 
does not deviate from the summary of this invention. That iswith the form of 
illustrationthis invention has been indicated and it should not be interpreted 
restrictively. In order to judge the summary of this inventionthe column of the 
Claims indicated at the beginning should be taken into consideration. 
[0137] 

[Effect of the Invention]According to the composition of explained this inventionas 
mentioned abovethe information that the distribution channel of contents can be 
specifiedFor examplethe user ID of the contents distribution pointcontent 
IDcontents offer former IDBy superimposing service provider ID etc. on contents 
as additional informationsuch as digital watermarking or steganographyand 
performing detection of both content ID and user ID in additional information 
detection processing equipment. When there is lack of at least one informationthe 
judgment that they are inaccurate contents is attained. Based on the additional 
information detected from contentsit becomes possible at the time of generating 
of inaccurate contents to search for the specific and unjust source of release of 
the distribution channel. 

[0138]According to the composition of this inventionthe information that the 
distribution channel of contents can be specifiedFor examplesince it had 
composition which superimposes two or more information on contentsthe user ID 
of the contents distribution pointcontent IDcontents offer former IDservice 
provider IDetc. Since it becomes difficult [ removal of different additional 
information in each contentsfor exampleuser ID] even if a lot of contents image 
data is accumulatedfor example and it removes common additional information 
when it is going to perform deletion of digital watermarkingetc. 
unjustlyCharacteristic datasuch as user IDremain also to the copied contentsand 
it becomes possible to control circulation of inaccurate contents effectively. 
[0139]Since it had composition which performs contents playhack only when the 
user ID stored in the memory of playback apparatus and the user ID added to 
contents were in agreement according to the composition of this 
inventionReproduction will be permitted only in the just apparatus of the user who 
performed content reception by just contents distributioncontents are copiedfor 
exampleeven if it is going to reproduce in other user apparatusreproduction is not 
permittedbut the prevention from use of inaccurate contents is attained. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a figure explaining processing of digital watermarking and 
steganography. 



[Drawing 2] It is a block diagram showing the composition of the additional 
information superposition processing unit which performs embedding of the 
additional information applied in this invention. 

[Drawing 3] It is a figure showing the example of composition of the contents 
distribution system which can apply this invention. 

[Drawing 4] It is a figure showing the composition of the dynamic image data which 
serves as a processing object in the additional information detection processing of 
this invention. 

[Drawing 5] It is a figure showing the example of detailed composition of the 
modulation processing part of an additional information superposition processing 
unit. 

[Drawing 6] It is a figure which illustrates applicable spectrum diffusion treatment 
in additional information superposition processing. 

[Drawing 7] It is a figure showing the applicable example of multi-bit information 
superposition processing in additional information superposition processing. 
[Drawing 8] It is a figure showing the applicable example of multi-bit information 
superposition processing in additional information superposition processing. 
[Drawing 9] It is a figure showing the example of superimposing information over 
the contents performed in additional information superposition processing. 
[Drawing 10] It is a block diagram showing the composition of the additional 
information detection processing equipment of this invention. 
[Drawing 1 1] It is a figure showing the example of composition of the distribution 
record table which the additional information detection processing equipment of 
this invention has. 

[Drawing 1 2] It is a block diagram showing the composition of the contents 
playback processing unit of this invention. 

[Drawing 1 3] It is a flow chart showing the procedure of the contents playback 
processing unit of this invention. 

[Drawing 14] It is a figure showing the system configuration example of additional 
information superposition and detection processing equipmentand a contents 
playback processing unit. 

[Drawing 1 5] It is a figure explaining electronic watermark embedding and detection 
processing. 
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*tifczi>^> > y-3itjinai^<t1f$8<t:©tbKB8^^ 
T*x-i ^SB^x'^t^f U MfBx- 7 1 

<o«taaa**ff r * c t *i5ia t ? ^um^mm 
[0048] **«©«tti*a«a»3i*a© 

— SOBfcWlcfci^Ts SuiBttflPtiRSti, W?3frL1llg 

itao« maa* *ff r * c £ t r * . 
[0049] *«*©«ttnt«»ai»^a© 

— itJHftMtEfclTs MfBP V^VVatiMf SMWifcfcs 
P>X> , ygflP.-+f<Di«SU'tfSB (P--+f I D) *^t? 

[0050] *^o^ipfli$g«ajjiaa73a© 

□ v^vyHUnitttLToav^v'yM&jflHa (P> 
t>v i d) *$trct*W*i:-r*. 

[005 1] * *«B^O^UPtS««iii«ia73^© 
— mSMWWciJLTs iuiBP V^vySBUHWWW*, 

^wgynm (sp- i d) **tjct*w«tr*. 
[0052] *-=,ic, *»rc©ttHQ«*«m*as£a© 

— tc fel x T> su I B P > > y BEfllfi^ t 1 - 7; 1/ 
[0 0 5 3] * SIC. *^©^SPtSI8SStiJjiaa73^CD 

— *^S!tl^«^c^3l^T^ MiattiPiffBf*, xf«/^7 

[0 0 5 4] 5 ©fiijffitt, -WllPlffB 

73;£lcfc^T> ^SPIfSBfi^SttjiStiTL^PV^vy 

; &§ffr^>p>'^> , y§iix^->7<t. ±iBP>7 L > , y 

teitiXT-yzft, ±iBP>x> , yi D^fcii±iBa— y 

I D£-SS4^— £©*L#«mSft*l"»^fctt* ±SB 
PV5 1 V , yii^IET£^<h!|aj8(iU ii^O^^^ilfflXT 1 
•y^i. ^^■T^^<i:^ ! ^St<»:r?.^fiPlf$6^tii5aa73 
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[0 0 5 5] * *fMB©ttM1*««Ui»a*a<0 

tififami fc«fctfm2©&d3X^yyicfcV'Tl*di 
Lfc3>x>7 I DfccfctfP— I D<h. aVx^X 

lu»'3t>T3>7 L V , y©^iE!pJSlC»^<aH]*iltTr 
[0 0 5 6] *Sfc» *»^<Df^DDtfSa«aJiQa^^OD 

t ©+r- a y □ / w #cnffi.m=?- 1 zttizmt rcT-y 
[0057] -zaiz* *m®(om6<Dmwit. p>x> 

Win* 58S«P V^'y^A* L«lfflflWBH:$*+i*a 
LfcP.— 71 a— tflftgij? (I D) ^«*ftL/c^ 

mmtLTOn.—V I Dra^j£iz£&#«hLfcP>5 1 > 

[0058] *i^(o$7(Dflia(t ^Apnra 

Vfcfa — Si • 7P^7iT'SoT, HulBfWOltlBSail 
fB*&a3T*ttflPtf$B^ttffiSXx fulBttSPtf 

[0 0 5 9] *£B.J§©SI8©#Jffi«:. ttiPltSfi 

tT-^iEzi v^vy^&aj-r zmmznfiTz p 

>tfa-: * • 7p-7"5AT£oT. ttiPtiBB#Jt4&&3: 
ftT L^* =1 > V y £ SffT 3 3 > =r > V §<1 X t 1 y 

,h, ±iBP>-r> , yfre>. i£p v-^vy^^r^pv 

D^ai-r.sm2©^tll7.7 1 ->^<!:. ±IBP>7 : > , yi 



^^Jg^lcli, ±§Bp >7 tiTIET£3 i^JBi U 
[0 0 6 0] *e»lJ:. *5g0E©M9©ffl!lffi«\ P>x> 

•y n^SQS^n^-r * =1 > t > *y «£jGS*fr =i > t° a 
• 7A?$-3f, tti)Pft$fiafi=i>7 i > , ;>£ 

A*Lttiffl1tWc«ft*a-tfMW.HP (I D) ©&tfc 

SDS*stff r sf^riiPitwaaiaaxT 1 •> rt* buibwsp 

M8U^ (I D) fctHflLfcy^yfrSRaWtiLfca--* 

mEtiMmsxT-y 7?>m-&t£mt lt©p.— f i dbb 

[006 1] 

[f^ffl] *«w<o«iHii«««mffls««(cj:ntfs p> 
KllStrop-tn d„ ziv-T^y i d, pv^v'yffiGt 

^.tipv^vy I D<h3-+f i D©M#©«tiJ^^TL 
T, 'i>^<<ht ) -^©tS?8©^6 >; feo/i:li^lc^IEP 

[0 0 6 2] **W©«WitcJ:tlfcr» S£«I«<D 

*SHfr*««t Lfc©T\ JE^feP>^>'yBB<f icj: 

n >-y sfi*?r& -3 /cp.-ht~©ie^ ^aisiiifc^ 
Troay^jtfifFRis-ns ctt^'J, cy^«p >^ >-y 

[0 0 6 3] *^®3>kf2-^-7P^7A 
li, «Atf, ^G7"Pv'7/* • P- K*H?TRltg&;fl. 
^P>tf3.— • v'T.^Atc^LT, P>t°a-^RliS 

^©ii^»WcJ:oTti«Rlg6feP>tfa— 5« • t*p^ 
7/>T'$5„ ^©Jc^^^'P^^A^nVtfa-^PliS 

[0 0 6 4] *»^©*6U:flfi©SW» ^M-^fJ^a*. 
T s y v §:fS^©SS tflU— S<*F»3 ic S © li PS s 
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[0 0 6 5] 

m^commcomm hit. HBB*#{HLT*«wa)« 

[0 0 6 6] [«lP«a©*«H:ofT] $f\ 

mtLTit. mmLtz'm+TgfrL (wm> hi 

(a) fc5VrJ:-5fc> AiLtflMI [A] £MM 1 

fccfc-pic s«»a*.if$s [a] sasx-^PNKjjy 
x^h7i>s;*u «eaiati!i©*©B»3]TSLfcj: 

t>„ «?a**Ly<*-v« % «*.«r» in i (a) <nwm 

[0 0 6 7] —73. «?afrL*«i&&A,7£iI*frS« 

stcfcu. TcODasfg^ro^u-Ax— dv i tarn 
mmm^coy d v 2 tattx-* PNt© 

ftffjflP 2£3U6, AflHlP 1 fccfctfP 2<D#1fc (H1 
5«bb) f=a*r«mHHHttT«KU ISftMTH 

[0 0 6 8] HuSELfcta^ C©<fco*«?a6 x L 
aft^LcD^tU^HIIii^^o 

[0069] -15. ±2Lf=«?a6^L©a»a*»a 

IHt&JlttSfiHinnHI&LT* TsJ-H/V^-y* (Steg 
anography) ^fS7^*77-f (Steganograph 

[0 0 7 0] EH (b) KctTJ^K, Ml 21C^ 

nm [a] *att&trtt&» iai 2K£u> 

T. [A] ©X**«bar*W»©*OB*©tfy h1S 
§Tfiti7 h + 1 ©tf-v hSE3E*iHia.**£©»3** 

«ra**ffr5ciic«j:y, ttijpit&tLT© [a] * 

[0 07 1] *»«©3VtWSSJMKI. ttDQtiS 



anography) » ^rtlOMMItSBtafflRJIIlTSS. 

[0072] mmmnmmimmm 12121c. 
«»nwi«««3BB«©«ij««*5%r- ttJjpti$sM*& 

H2jaKT*9fc* 36 1 SIEiQJISBi 02, 

11 smaawi 0 3, m 2 £H»3& 1 0 4, 121 
a«;*5£an 05. w^b*i 0 6**u mmttmm 

$810 1 ^SX^irSTcflWBTft*!!**©**^— 5» 

[0 0 7 3] CCTMr*«M1IHItt, tt»0«UD« 
H 2 lc^r«!T«:» 2 0©SSffiSgp^* 

nv^vySKU? avfv; i d) 
3.— *fN8U? U— *f l D) 

fcf^yn/W4n»SiJ? (SP - I D) 

[0 0 7 4] ^MB^W^XxAlCfc^Tli. zivx^-y 

[0 0 7 5] MttftUHi. 03lC^-r<fc5^*'y h"7- 
>72 0 1it)\ a>rV7S«SP (+*— t77P/W 

40 21 k avf>yEi s p 2 2 k *v h 1 ?-? 

2 5 Ot^rLTi-lfA 2 3 1 fcEflteftSii^ 

tticii, n>x> , y2 o 1 ©=i;/xv , yf«S!] : ?<!:LT© 
•r-so 21 i o-y— ifx^n/w •sf i d, zivx^'yBB 

IIS P 2 2 1 ©+f-t77PMV^' I D, y 
A 2 2 1 C03.V I DO^T^^VxV'ytCWJjPrSo s 

[0 0 7 6] CCT'tt, l-ZHDffltLT. □>r>'7i 
(IS P 2 2 1 3b\ IBfiriVx^ytCO^TaVxV'y I 

[0 0 7 7] H 2 lc*Ti*Ml0flHB««a«t6 

■H, □>T>7S(aSP2 2lMf L =i>5 1 > > y 
Mis p 2 2 i^ziy^yy i Dia-tf i Dt*Mm 

[0 0 7 8] §U cm*ft<£?— 0TCfey0!X.I£. 

□ vxV'yiBfSs p 2 2 i s^^ivxV'yfflms p 2 1 
1 #ftKtifflims>tt^B«fii*LT&y. =i>x 

V-y I Dtt3>f>7StS P 2 1 1 icfei^T, Sfca 



(10) 



1SBB2 0 03-304388 



—V I DitZjy^yymmS P 2 2 1 (Cfc^T, IBflZI 
Vt^V^ LTttaPT* <fc -5 It LTt <fcl<\ 
[0 0 7 9] iQSttftlitSg 101H «SPWISODS46>i 

— 9mv> : r-'5'T2r > Vffl7Ll£/\- KtVX?, DVD6 
£ ©§Effi«tt ft 60E^aU*ttfct)> & 3 U> «: X * + t\ 

[0 0 8 0] WTflDK^ttS^Ttts ttlJPWSBS 

[0081] fjinwsaajoswftx-^tts una? 

U-At*-* BB 4 ic^-r <fc => Its 
7U-Ak^k+nS7\ ftNM (t) K^oTv- 

i*k*l*SI«UjflS*ti* 0 

[0 0 8 2] J-XT. E2lC^-r*fiElCfc^T. 8l1<Dtt 
UDflWBttav^vy I D« *2©«l«11WB(*a— tf I D 

<h Lfeue**ur*-«. £ ft s cottar «a.if«?a 

Tf\fl)P*ft«o J£TF©SH0J3T-l** — #J<hL7\ 

SPtSfS. m2©ttiPtiSa<!:*>m?afrLtfa<!:LTttJ]P 

[0 0 8 3] m 1 gssiasgB 1 02m ziv^v^i 
D(c*K5r*«?a4fLit* (wm) ommmmftnfi 

*ft*o M 1 ^lUffiSSP 1 0 2 ft, x— S^cSAMitrtt 

»tt*. mar*'** k^aus*, /tvf^-^^a 

[0 0 8 4] 0 5ti. mi ^P5QSSP1 0 2Kfctt37. 

*o H5Kfcl^7\ PNaR4»28 1lt PN^iJ 
PNatJttU *OPN^*5!lPNa*SSlttt»2 
8 2 (SStiX^s* h^/iffiSic^fflgT^^o JWT» III 

[0 0 8 5] «lPlf«a^»2 8 3tt» ^?mfr 

S S t£fiftgp 2 8 21*. ttflPlf IB t P N ??^5iJ P 

[0 0 8 6] E6li, W^mfrLflffliiLTmmTZtt 



im»t. cft£$sft*iiwB*tt:<!>&<. ffitr^hu- 

h^fS^-T^y. B6 (a) C:at$ft«J:3(3RWlt4> 

(b) tejS"r«fc3ftj£**«©«*£fc*. C 

ffi]LT'JvSr<&So 
[0 0 8 7] COX^ K5^1t*fll*s T^fc^s S 

s{tfbnit***?afr maw****?*-* («i 

(c) tc^-r^-sic, ttisffi^i LTwmm^<D#<< 

^-5-y^U>v f «fey/Jv*^U^Vl/T\ S S«l)DtS?B*m 
1WHfl*©*-fktf « t A,^ Uftt^J: 5 Z.tftT~ 
[0 0 8 8] —35, SSf*flinilHB*«ajTSf£:»l=H:» 
»J» H6 (d) £5%r<fc3(C, SSftfttllfatfBtfR* 
c tlcck y, iS»Jj£»^o^l]PtflBO«JfJ U^iUtf 1* $811 

[oo8 9] mi mafiassp 1 o 3 T-ti. wi&*iira 

(M) 1 0 1 fcitTZs S1 1 tt2KMt«0)HCttl3#ft 

frs-fts,, 

[0 0 9 0] SSUU m2^IHfiQSgP1 0 4lCfc^Tv 
+f I D <t LT> ±5$ LfcS? 1 gPJfflJISB 1 0 2 fcfctt* 

s««m2sajflsgpi o 5 ic33t>TH^r*ns= 

[009 1] ZlVxV'y I D, H-+f I Dit, 

awtt^tr-y nt?6<h&£o ^ne^^t^ hraie^m 
[0092] tBRcm^a^L/t^-vs^fs^a-p 

»t, ttttO«?a6^L/<*->flD*ft^ftKJ|!B:*«i« 
«**5ir 3*26 <t «IS:<7)1E^a L/ ^ - > ^ IDBf [z 

[0 0 9 3] 0 7 ^-TfiWT-li, 3>x>7l D, 3.- 
*f I DCO-^ft^ft^ k tTy hlffSi LfcflTPSS. 'ft 

xo^ft^ftttS^SStt^^fc-erPfteWtcilflttcatt 
*s ! ^S<t«:3« : fa6^L/\^->©aSnl±n = 2b 
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&rUin = b<b&So §U Uf*-> 

fcfcODil&So 
[0 0 9 4] B«*/J\«*lc#*JT**»tt» ^tT-yh 

T»*y, /j«flnm£Ji««sM*i«rc««z:^TM® 

tfKfllttflD^a^ LfcmBSfc&aE* -S J: 3 <kl^3 fc© 
T£ -S= #J X. 14*0 8 fcgVT J: 3 IC =1 > t 1 y V (Dwmco— 

So 

[0 0 9 5] £©J:-?K, m 2 ©ttUDlS $BSS5Qa^S 

tcfcttsm i s#iaiaa! i 03. 12 msa&aas 1 0 5 
[0096] «»©ttaprc$H©aA&&*p>^ 

SMICS LfcElfcE 9 ic^sto 09K14, avfy^ I 
D 2 9 1 x ^-t'X^P/W^fl D292> ZL— +f I D 
2 9 3#a4&&$ttfc#J*S-ro fcfcLEl9li. «flHI 
fclE^s «SlSi»fil1t?BiLTmLTL>S*^ HPS© 

So 

[0 0 9 7] GB2©ft*fk»1 0 61i, «ft(0(«tfin1ff«i 

*a4&3iA,^»3iaaiiWB (=1 ©ft^baaa 

Ms £SlHiiEffi«{ttMA5&3©fc»£>T : -' S**»& 

MPE GEtt*©Ett»*#ajl* *U *?^b&©^- 
*tffttbDlt«a4&&M1MB 1 0 7tLT*7 h7-^g 

LfcZL-+f I D KttJS-TSa-lf tlSo 
[0 0 9 8] [ttjiPtff$B&&iaia*l!J$] ±5<E©tt 

«upif«*«iii-rsji!ia«tfigic^>t^TiM^-rs„ 
[0099] 0 1 o *jsB©ttttiif sg&tbaaags 
<sMifi87py^ia*^r 0 hi o icsrf«Hioit««ai* 

sfc«>©«aifiiagST»So 
[0100] *f&B£©ttspit$&&m$aa2£Si4> 01 o 
^r«t 3 i=» «^$&asB 3 0 2. n ^aiffiagp 3 0 

3. «2tttil£iaffi3 0 4, x--?BB^a53 0 5, Eft 
fHiiT 1 -?;^ 0 6, afll#«3 0 7, g<l#I&3 0 8 

u 5uitiB7?a6*f»rttifli«aa6a*if«3 0 1 



a-rso 

[0101] f^rupfif ?ss«)i^^mfB 3 0 1 a. maim 

0814, fflZl£*v \* r 7-?fre><DZl>T>V>gim, & 

si,M4ieti m» e ©is^ss y p >y >>y oa«**?r 

[0 10 2] J-XT©ift0^lC*5t^Tli. f^SPlt?8«l 

TafflRl«lT'fiS„ 

[0103] wiipitffi^ajffiajMftx— s»ii, i&b«t- 

2&SJ«-&. S7 U-.kB««©»3#**T* tlS„ 01 

©f«nit« y . □ 

•V I D<b* JL-+f I D<b©)iS^lcJ:oT«fii6*tiSo 

[0104] «^5aaa5 3 0 2?i*. 0 2 ic^r«HD« 
«M«ia«ii©w*<b» 1 0 6 icfci^TSifTSftfc?? 
^fbSQa^wtsrsa^jaia, arwm p e Gismttc 

So 

[0105] an ttttjjaa9 3 0 3, m2«tbfiQagP3 

0 4T14. S-^SPllfa, ffil^ti'PV^V^ I D <bv 

+f i DiicjtES-rswupiffB^tbiaaA^^^nSo #j 
*wr*?a#Lttaw>ttm»a±: CTH^nst©-?- 
sy. *^*h5ASt* (ss) ttUPiMB*«ih-r«fc 

46©»StLT©ax^ K5Affi**«ffLTs 

So 

[0106] ffii%idw>Bft«wj«'r sm?a*^L^a*i) 
ttsu pfci«fiP2£7)»?ti (01 5#bb) «^rm 
-rsiiiiCcfcoT. «Tui3*T«fc3tc« : ?afrLcMr«t 

P2^-TH :^?a6^Lfey (bf^hO) 

1 P 2 | <TH : m?a6^L%L 
P2STH :S?a^Lfey (tf->M) 

[0 10 7] ±2©jaaic«fcoT. 11 «J)Plf $S<b LT 
©□>f>7 I D. B2-f^})P'tflBiLT©3-— , f I Dtr: 
t£fcb**lSo CCTWWKSWt- Sf«^W3 0 5 
(4, u>^> i y I D*i««a*tU P.~+f I DtffcJUS-tl 

*IE£a*B#fiE*ftfc£W*f-r«. ^-^bb^§P3 0 5 
C*5FiE^«S!b^*nfcP>7 1 > , y^5a]-rs«i:. 9fi] 
#a3 0 7*^-LTi— tflc»LTa«l**T5. ii*Q^ 
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[0108] *fc % t 1 '— ?«#g|J3 0 5l±, Ctl5©« 
iiitffSKgr^T, K^fBS^-^l/3 0 6©««?- 

^CDtS$8=&. 0<J?itfii*D#l&3 0 7tf-f>*-*y 

lt =i vt 1 >yss#«(caj9ir zmmt lt* «t 

ffl«S«m©ffi«M6**r * C £: left*. 
[0 10 9] KflBSHx-^l/ODx-^WfiBffilSHI 1 
tc^fo 01 i©x-7/l/tt. tflcttLTK 

[0 110] dO^-^Ux-^i. =l>^>\Vfre>;|$ 
fti LfcttflDtm I Dt. =L-V\ D 

[oiii] ffliiifcr^iEaaioyxvy^v h 1 ?- 
±©■9— trx ^p ; w $r# , ^iEtt n y t y y =i e 

fr & o T^FIE =1 > 5 1 > y (D — Stfr L T ^ & t (D 

+r- /ticdsu iEwtctsuTs r-emsas o s# 

[0 112] ;*uu a— tf 

<7 &ziHmm$t#*ft LT&m lt □ vt 1 wbs* 
[01 1 3] mi 2it, z\>Tyvw&mmsiW<DMi8. 
^ai«, si 2ic^f<t^tc, a*«a»5 0 2» rasp 

1tl8^1l35aSa5 5 0 3. Jt&BB^»5 0 4. 3.-+f I D 

^>ryT**(*sp«aa46a*ita5 o 1 ^a^lse? 
[0114] mm wm&>&fr-m is 5 0 1 ttintts 

5. 



[0 115] JMTroBWItefcl^Ttts 

[0116] m.m&m%z5 0 2t«, imc^-tttapti 

[0 1 1 7] «JPtf?B«til5ftSgP5 0 3Tlis a— ? I 
D tcttJBT*f»ttDflffl*m»3#*ff*ft«. ffll A tf « 

x^h^AUtB (ss) ttMit«*ttttiT*fci&©Mi 

[0 118] ttWBB^ffl 5 0 4 U: % &tt]1»B<!: LT©J 
-+f I D<h, I DtelA*=EU 5 0 5 lC*Slfti-nfc 

n-+f 1 Diosa^fflassifT-r*. a— tf i D*s*ft>< 

Sft^fir* tlv =1 > t > >y Jb^IE m ts. 3L- +f IC <fe o T s« 

*nTi^«^ic(±. ^y^yyizmu^titzmmn 

[0 119] J±»BB^SP5 0 414, ttdblff LT®2 
— tf I D<!:, ZL—tf I Dtefcf^t'J 5 0 5tc«*ft*nfc 

I»Jtt9 5 0 6 IC« LTB^RTfl^*** L. 

[0 12 0] S^$iJ^5 0 6«, tUSBS^5 0 4*^ 
6©S4ltRlffi*A**jfef*t LT, ««»3flS5 0 2 

[0121] COcfc^tc, S^««U:tt«Lfca— tf I 

«^ic©^ zi y : ryvn£.*&fiT*mmt Ltco 
ciiiic^y, ey^tiziy^y^^zitr-LTs •tefDo.- 

+f»S^*5^TS^ L J: 3 <!: LTtS^WRT* tlT. 
^jEftzj>^>y©5PJffllS5±fl'Rll6ta:*. 
[0 12 2] HI 3K*5P8<£=l>'5 1 >' , yif£ffi3gS 

(c*sw*«ia*i«*ittwr*7P-H*^ro 
[0123] $-r\ xr-y-fs 1 o 1 tcfc^T. omm 

*a««ratfsi«**i*. 7f7 7s 1 0 2icfc 
t^T. i*snfli«*ai«raBB(cfe^T» a— y i Dirwis 
Tzttix\ftm&aimm&m'tttu xr-yys 1 o 3ic 
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[0124] xrvzfs 1 o 4ias^zm^m<om^ 

H— If I D t^—SLLtc^lZlt, 7x7^5 1 0 5 lc 
r-v7S 1 0 6 TO >?>7Sii6S/)^* h5o 

to 1 2 5] x^ys 1 o AcowizmmcDmm. a— tf 

ii^KfcJ:, Xf7 7S1 0 7 Kit*. H^nHI^OTtij 
[0 12 6] tt±. *^B^©#JjDlf^fifii£lS. ttflDlf 

d, ziv^yy^Tc i d. t^-t^yp/H £ i d 

JET* I D£=l>x> , yKttfinT£«EE<!:T£C<hT\ 

e icpfflft p >x > -y S8*S5tf#-f S C 1 pj&t 
[0 12 7] 3<DJ:5lCs *^©«fiElc<fcti«\ n> 

tlI D, +f-t:X7PA'-i' I Dlf. *g&©S&£>ttJ)D 

•y, fi»j^«'iE^^3Si®sKtcae^TiB{f * n/c=i 

^jiPVxV-yfrSttSQm^&tfcU *<D3fBI*gSg1t 
SLT, ^lEzi^^V'y^^^^-r?.^ iA^Rltl 

[0128] [fx^-us/fti ±Mcommmz-^rz- 

ft(DJ\- F?x]PK3S^3i$ftfcx-$ffl31gEF>3<D;< 

nzmft-m'npjmtsiRm p > fi - * ic y □ y ^ 

h^xTHCcfcoTfj-plI^Kti, -?-<7)y7 h^x 



2f&UI. 3>5 1 >' , yB^*J^jl!3 ! ^ll?T-rsSBW->X 

[0 12 9] CPU (Central processing Unit) 802 
It. ZmyzfJ'T-: ^3>7P^7A^ OS (Operat 
ing System) =&H^IC^t"T ROM (Read-Only-Me 
mory) 8 0 3ti, CPU8 0 2i)W57P7'7^ 

■5 0 RAM (Random Access Memory) 8 0 4W\ CPU 
8 0 2OT$&3l£fcLNTHfT?*l ; 57Dy^/^ fc<fcc>'7 

U7\ y-^mmtLTtemitlZ* CPU 8 0 2. R 
OM8 0 3. RAM804, £W\— Kf-f 8 0 
5tiA7.8 0 1 tcioTi&^+iTfc'A fisted-* 

i 4tcs^?nrc=s«Atii7D^s^©7 i -^iE3M^Ritg 

[0 13 0] K8 1 2. y"7X8 1 3l±C P U 

8 0 2 ic^iw^^A^-r^rc^tca—trici: y*fE 
**u FA*x-£A^&£©l£tciL-+fU:,J:^ 
Tt*ft*tls +-*-K77X3>hP-7 8 1 1t>L 
TA73*n5o 

[0 13 1] F^-T^S 0 9ti x 7U*->y;U5 : VX 
y % C D — R O M (Compact Disc Readonly Memory), M 
O(Magnet0 optica I) x-fX^, DVD(Digital Versat 
ile Disc). ffiESixVX^, *m&* : E'J1Zi?<D>JJL.- 

*y» *UA-A7;na«a#8 i oaso7"p^7A 

Sfclix— S»S*. UA-/OVl/fE^««8 1 0lc5<fr 
* y P y ^ A $ fctt x - US T « o 
[0132] CPU802lt AUJ7J-<Vf7i-X8 
1 4^LT> K8 1 2W78 1 3^^9> 

LTJi^A^^tx^i:. XMnLtzif-oT. ROM(R 
eadOnly Memory) 8 0 3 K*SW3-;h.7V*7ny-5A* 

[0 13 3] ±3iCDSISfi«!ltcfctT55QS5>t^<!:&^iii 

^ 8 o 7 1 wz(Dxtim.m. mx\,$m-*±m<DT-$x 

7D^S. ^^t^i K5-f 78 0 9(CS^*tlfc7b*-> 
7)l'7-fXf, C D- ROM (Compact Disc Read Only 
Memory), M O (Magneto opt i ca I ) X , DVD (Dig 
ital Versatile Disc), fiSSCx-r X?, ¥#ff^t'J^ 
if©UA-y^HSlW«<*8 1 0 6^SA7DRlt6TS^„ 
^vXxAli^x-^^ATDt y'-f'? 8 0 7 2 
*3>LTRllB4«lfiBT**. *Stc, S«g|58 0 8^7> 

[0 13 4] CPU8 0 2ti, ROMttttypy^AlC 

pse-r. /\- K^-fx? 8 o 5ic*«rt*nTt^ypy 
7A, «*SL<tt*v h7-y^seas**u afisp 
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8 0 8 T'gfsa-ftT A- HrVX^ 8 0 5 (COX h- 
Jl^ftfc^P^A, Sfctt F^^y'S 0 9Kga?ft 
fcUA-y^Ha»a(*8 1 0frSgS*iU3rftT/\-K 
tVX^8 0 51C-T >X h-JU*tlfc^P-5*^A^, R 
A M (Random Access Memory) 8 0 4 ICP — K LTHfjf 

[0 13 5] ZZT\ *^«»IC*51>T. ynf7^ 
t(DT-SoTt!L\ fete. ^P^^Ali. 
[0 13 6] SU±. «S©*«ffll**S!aLafl«6x *« 

[0 13 7] 

< t t-soflWBroftarfl 5 * o fcJi^tc^iE □ > x 
•y tc» □ > 5 1 v y ^ 6 « sa s- ft * wait m k. s 

[0 13 8] **W<0«J«lC«fcftl*s 3>7>V 

ytiirMWt Lfc<3T\ *IEfc«?»#L©|l!JI* 

[0 13 9] *»W©»«JC«fcft«» H^liS© 

y^y(c*awLfca— tf i pv^v^ic^jp^-ft 

* P >5r>yS8«*ff3S: o f;2- IfOiES «WlCfi^ 
T <&*B£#fF rJ? ft S C <h & y * « «' P V 5^ > V 



Tt^^frRl^ft-r. ^JE&PVxV'yWfiJfllRSlttf 

[01] S^F^Lfc^c/X^^V^^^-r^jflSlco 
[0 2] **WtefcU k T»BT*ftfm««<DSa&fc** 

[0 3] *«^<DSffloItl^a>'-7 i > , yE'fgv'X7 : A© 
[04] *»Wfl!>«M1ta«im6atcfe^T«i3l*ffti: 
[0 5] firanflraaa^gaoSMUSSftDBIIIItttJS 

«!is-mr0T'«-5 o 

[06] ^m i mmm.w^mzts^Tmm^mrs.x^</ h 

[0 7] «JDflWB««j631(C^^Tafflprai3B:*tr-y h 

[08] «UDts$BMafiaatcfc^TMfflpitES^fci'-> h 

[09] «ipit««»»a^fcf T!HT*ftfc3>?> 
, yicM-r^fi«tt$B^j^^-r0T-25«» o 
[010] *»^©«untti8«aijiQa^«o«!m*^-r 

[011] *%^0!)f«riniffSttdbia3eB<D«r «Efli 

[01 2] **wfl)3 >f vyssa^ictfiEtw 

[01 3] *a^<3D3>^> i >fiaE»a»B©«is#w 

[01 4] {tfjpisaifisfcit/^jiiftisgs. p>^> 

[015] «?a^La46a*fej:tf«m«au:o^T- 
ia^-r*0T'3B*c 
[^©itt^] 

1 1 m«6&*isa 
i 2 mmmm^^mm 

1 0 1 SflJIttSltifSB 

102 « 1 giis&sas 

103 mi masaaas 

104 m2^pi&ssp 

105 Jg2Sa*;*S£SB 
1 0 6 ?S^<bSfl 

1 0 7 ttJnlt$BSA6&*1t83 

2 0 1, 2 0 2 Z\y=rZ/^ 

211 nv^vyaflt+r-hfx^p/W* 

2 2 1, 2 2 2 P>^> > >E'fItr-t:'7.^t)--t:x 

^P/W^ 

231, 232, 233 3.—*f 
2 50 ?-7h7-^ 
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2 8 1 


P N a 3£*£SB 


8 0 1 


MX 


2 8 2 




8 0 2 


CPU 


2 8 3 


1 J /J U IHTHxb^.nP 


8 0 3 


ROM 


3 0 1 




8 0 4 


RAM 


3 0 2 




8 0 5 


/ \ — k "7 <7 


3 0 3 




8 0 6 


U4/JPl J 


3 0 4 
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8 0 8 


AlS lea OP 
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o U O 




q n a 

O U 37 


\^ — y —f 


3 0 7 




8 1 0 




3 0 8 




8 1 1 




5 0 1 




8 1 2 




5 0 2 




8 1 3 




5 0 3 




8 0 6 1 




5 0 4 




8 0 6 2 




5 0 5 




8 0 7 1 




5 0 6 




8 0 7 2 
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SP0231267 
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[01 4] 



802 



603 



805 




814 



[015] 




7P> h^-^i? 

(51) Int. CI. 7 K8UIB« F I 7-?>K (#*) 

H 0 4 N 7/081 

F£-A(##) 5B057 CA19 CE09 CG07 CH07 DA06 
DC31 

5C063 AB05 AB06 CA23 CA29 CA36 

DA07 DA13 
5C076 AA14 BA06 

5 J 104 AA12 AA14 LA06 NA38 PA14 



